NudopmannoHHass namMfTKa IJA 00y4alIIMXCH ISl pa3MelleHUus] Ha O(PpUIIHAIBHBIX
HNHuTepHer-pecypcax

C KaXJbIM TOZI0M MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIBLIE, a IIKOJIbHUKU OJHU U3 CaMbIX
aKTMBHBIX Iojab30oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJUYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIieMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HaXOJIUThCS B CETH.

KomnbroTepHble BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HIPOTPaMM, OTIMYUTEIbHOU

0COOEHHOCTBIO KOTOPOHl SBIsETCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pononHeHue K 3ToMmy,
BUPYCHl MOTYT TMOBPEAMTb WJIM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl Hu  JaHHBIE,
MOJKOHTPOJIbHBIE TOJIH30BATEN0, OT UIMEHU KOTOPOro OblIa 3aIylieHa 3apakEHHas IporpaMma,
a TaKXKe TMOBPEIUTh WIM JIa)Ke YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
11eJ10M. B O0NbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 32a1IMTHI OT BPEIOHOCHBIX IPOrPaMM:

1. Hcnonb3yil COBpeMEHHBIE OIEPALMOHHBIE CHUCTEMbI, UMEIOIINE CEpPhE3HBIH YpPOBEHb
3alIUThI OT BPEIOHOCHBIX IPOIPaMM;

2. TlocrosiHHO ycraHaBiuBail mnatdyu (UUGPOBBIE 3allIaTKH, KOTOpPbIE aBTOMAaTUYECKH
YCTAaHABJIMBAIOTCS C IENBI0 JAOPaOOTKH MPOrpamMMbl) W Jpyrue OOHOBJICHHS CBOEH
OTIeparMoHHON cucTeMbl. CKadyWBail MX TOJIBKO ¢ OQUIIMAIBHOTO caiiTa pa3paboTdnka
OC. Ecnu cymiecTByeT peskuM aBTOMATHUYECKOTO OOHOBIICHUSI, BKITFOYH €T0;

3. Paloraii Ha cBoeM KOMIIBIOTEpPE O] TIPAaBAMH I10JIb30BATENs, @ HE aJMHHHUCTpaTOpa. DTO
HE IO03BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAIJIMPOBATHCA HA TBOEM
HEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MPOTrPaMMHbIE MPOAYKTHl HM3BECTHBIX IPOM3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub GU3NYECKUN JOCTYN K KOMIIBIOTEPY Ul IOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHemHHEe HOCHUTENW MH(OpMAIMH, TaKue Kak (Quienka, AUCK WK (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbiBail KOMIIbIOTEPHBIE (ailsibl, TOTyYEHHbIE U3 HEHAJEKHBIX UICTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpBIE MpHUCIIAT TBOM 3HAKOMBIN. Jlydllle yTOuHU y HEro, OTHPABIISAI JIU OH
Tebe ux.

Cetu WI-FI

Wi-Fi - 510 He BuA nepenaun JaHHBIX, HE TEXHOJIOTHs, & BCEro JIHIb OpeHs, Mapka. Eme B 1991
rofly HUJEpJiaHJcKas KoMmmaHus 3apeructpupoBana Openn «WECA», uto o00603Ha4ano
cinoBocouetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamero BpeMeHu jAouuia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOTHEH.
Oto abOpeuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTAHJAPT BBICHIUHN
3BykoBo# TexHUKH Hi-Fi, uTo B mepeBosie 03Ha4yaeT «BbICOKAsi TOUHOCTH.

Ja, OecrniaTHBII HMHTEpPHET-IOCTYN B Kade, OTENsIX M adponopTax SBISETCS OTIUYHOM
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO obmienocTynHble Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMU.

CoBeTsl 10 6e30macHOCTH padoTe B 00menocTynHbIx cerax Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopmaiuio yepes oduienoctynasie Wi-Fi cetu. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MApOJIU JOCTYIIA, JJOTHHBI U KaKWe-TO HOMEpa;

2. Hcnonp3yih m OOHOBISH aHTHBHPYCHBIC TPOTPAaMMBI M OpaHaMaysp. Tem cambIM ThI
obe3omacuiib ce0st OT 3aKa4Ku BUPYyca Ha TBOE YCTPONCTBO;


https://edu.tatar.ru/upload/storage/org1499/files/1%20.pdf
https://edu.tatar.ru/upload/storage/org1499/files/2%20.pdf

3. Ilpm wucnonb3oBanuun Wi-Fi otkmoun dyaknuoo «OO0mmit mgoctyn Kk ¢aiimam u
npuaTepam». JlanHas (QYHKIOUS 3aKpbITa IO YMONYAaHHWIO, OJHAKO HEKOTOpHIE
N0JIb30BATEH AaKTUBUPYIOT €€ /17151 y100CTBa HCIIOIb30BaHus B paboTe mim y4eoe;

4. He wucnone3yit nmyOmuunsii WI-FI s mepemaum nNUYHBIX JaHHBIX, HAIpuUMep IS
BBIX0/Ia B COI[MAILHBIC CETU WUJIU B AJICKTPOHHYIO MOYTY;

5. Hcnonp3yit Tonmpko 3amuiieHHoe coeauHeHue depe3 HTTP'S, a me HTTP, T.e. npu
Habope BeO-aapeca BBOIM UMEHHO «https://»;

6. B moOunbHOM Tenedone orkimroun Gpynkuto «llonkmodyenne k Wi-Fi aBTomarnueckmy.
He nomyckaii aBTOMaTH4ecKOro MOJKIIOYECHHs yCcTpolcTBa K ceTsam Wi-Fi 6e3 TBoero
coryiacus.

CouuanbHbIe CETH

CouuanbHble CETH AKTHMBHO BXOST B HAIy XW3Hb, MHOTHE JIOJU PAOOTAIOT U JKUBYT Tam
noctosHHO, a B Facebook yxke 3aperucTpupoBaH MWILTHAp] YEIOBEK, YTO SIBIIAETCS OIHOM
CelIbMOM BCEX XKHUTeNed IIaHeThl. MHOTHe MOJb30BaTeM HE MOHUMAIOT, YTO WHGOpMaLus,
pa3MeIIeHHas UMU B COIMANIbHBIX CETAX, MOXKET ObITh HaliJleHa U MCIOJIb30BaHA KEM YrOJHO, B
TOM YHUCJIE€ HE 0053aTeIbHO ¢ OJIaTMMH HAMEPEHHSIMH.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B CONAIBHBIX CETHAX:

1. Orpannub crnucok apy3ed. Y TeOs B JpYy3bAX HE JOJDKHO OBITh CIIy4alHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3ammiai CBOIO YaCTHYIO JKM3Hb. He yka3wiBaii mapoiu, TenedoHsl, agpeca, 1aTy TBOETO
POXACHUS U JIPYTYIO JIMYHYI0 HH(POPMAIUIO. 3JI0yMBIIUIEHHUKHA MOTYT HCIIOJIb30BAaTh
Jake nH(HOPMALIUIO O TOM, KaK Thl U TBOM POJUTENH IIJIAHUPYETE IPOBECTU KAHUKYIIBI;

3. 3amminai CBOIO peryTaluio - IepKU €€ B YUCTOTE U 33/1aBail cede BOmpoc: XOTel Obl Thl,
4YTOOBI PYTrHe MOJIb30BATENN BUACIH, UTO ThI 3arpyxaeimib? [logymait, mpexae 4em uro-
TO OMyOJIMKOBATh, HATUCATh U 3aTrPY3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3Yi CBOE pealbHOEe UMSI U
JIPYTYIO JTUUHYIO HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U MPOYEE;

5. UzGerait pazmenienus: ¢potorpaduit B UuTepHeTe, rae Thl M300pa’keH Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructparm B COIMAIBHONH CETH HEOOXOAMMO WCIIOJIB30BaTh CIOXKHBIE MapOIH,
cocToslIre u3 OykB U IM(pP U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

7. Jlns coumanmbHOM CETH, MOYTHl M JPYTUX CAaWTOB HEOOXOIMMO HCIOJIB30BaTh Pa3HbBIE
naponu. Torna eciau TeOsl B3IOMAIOT, TO 3J0YMBIIUIEHHUKH TOTyYaT JAOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JICHBI'U

ONEeKTPOHHbIE JI€HBI'M — 3TO OYeHb YJOOHBIM cMoco0 IuIaTexeil, OAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

ONEKTPOHHBbIE JIEHbIM TMOSIBIJINCh COBCEM HEIAaBHO M HMMEHHO H3-3a ATOIO0 BO MHOIHMX
rocy/apcTBax 10 CUX IOP HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIMOHHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe X pa3AessioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBIE. Pa3HHIIa B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MpOBOAUTH oOmnepauuu 0e3 HAeHTH(UKAUK MOJb30BaTes, a B
HEaHOHHUMHBIX UACHTU(UKAIINY [T0JIb30BATENS SBISIETCA 0043aTeNbHOM.

Taxxe cienyer pa3auyarh 3J€KTPOHHbIE (PUAaTHbBIE AEHbIU (PaBHBI TOCY/IaPCTBEHHBIM BaJIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIU (HE paBHbI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHoBHbIE cOBeTHI 10 0e30nacHoii padoTe ¢ JIEKTPOHHBIMHU 1eHbIAMM:
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1. TlpuBsxu K cueTy MOOWIBHBIN TenepoH. DTO caMblii YIOOHBIH W OBICTPBIM CHIOCOO
BOCCTAaHOBUTH JIOCTYI K cyery. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciau 3a0yaelib CBOU
IJIATEKHBIN [MAPOJIb UM 3alAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HWcnonp3yii ogHOpa3oBeie maponu. [locne mepexoma Ha YCHIICHHYIO aBTOPHU3AIUIO TeOe
YK€ He OyZeT yrposKaTh ONaCHOCTb KpaXKu WM IIepexBaTa IJIaTeKHOT0 IapoJis;

3. BriOepu crnoxublit mapoiib. [IpecTynHukam OyJIeT HE MPOCTO yragaTh CIOXKHBIM MapoJib.
Hapnexxnble maponu — 3T0 Mapoju, KOTOpbIe cofepkKaT He MeHee § 3HAKOB U BKJIIOYAIOT
B ce0s CTpOUYHbIE U MPOMHUCHBIE OYKBBI, IIUPPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIC JAHHBIC HA CalTaX, KOTOPHIM HE JIOBEPSEIIb.

DJIEKTPOHHAs [10YTa

ONEeKTpOHHAas MOuYTa — 3TO TEXHOJIOTHS W IPEJOCTaBISEMBIE €0 YCIYTH IO MEPEChUIKE U
MOJYYECHUIO AJIEKTPOHHBIX COOOLICHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO0bI14HO AJIEKTPOHHBIN IIOYTOBBIA  SIIIMK  BBITJISAUT CJIEYIOIIUM o0pazom:
UMs_I0JIb30BaTesI(@uUMsL_JoMeHa. Taikke KpoMme TIepeJaud IpOCTOro TEeKCTa, HMEeTcs
BO3MOYKHOCTb IlepeiaBaTh (paiiibl.

OcHoBHBIE COBETHI 10 0e30MacHOi padoTe € JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBUiIbHBIA MOYTOBBIM cepBUC. B HMHTEpHETE €CThb OrpOMHBIA BBIOOP
OecriaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyYlll€ JOBEPSTh TEM, KOTO 3HACLIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B nM4YHOM modYTe JU4YHYI WHpopmanuto. Hampumep, myumie BbIOpaThb
«MY3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «remal3»;

3. Hcnonb3yil IBYX3TanmHYyI0 aBTOPU3ALUI0. DTO KOrJa MOMHMO Mapojs HY>KHO BBOJIUTH
KOJI, TpUchIIaeMbIii 10 SMS;

4. BoiOepu ci0oXHBIH mapoib. I KaXAOro IMOYTOBOIO SIIMKAa JOJDKEH OBITh CBOM
HaJIC)KHBIN, yCTOMYMBBIN K B3JIOMY I1apOJib;

5. Eciu ecTtb BO3MOXXHOCTh HamucaTh CaMOMY CBOW JIMYHBIA BOMPOC, HUCIOJIB3YH OTY
BO3MO>KHOCTb;

6. HMcnonp3yli HECKONBKO TIOYTOBBIX SITUKOB. llepBbIid Ayt YacCTHOH TMEPernucKd ¢
azipecaTamMH, KOTOPBIM ThI JIOBEpsielllb. JTO JIEKTPOHHBIA aJpec HE Ha/l0 HCIOIb30BaTh
IpU perucTpanuu Ha opymax U cairax;

7. He oTkpbiBaii ¢aiinel 1 Apyrue BIOKEHUS B MUCbMax JaXKe €CIM OHM IPUIIH OT TBOUX
npyseil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3T (ailibl;

8. Ilocne oxoHuaHMsI pabOTHI Ha MOYTOBOM CEpPBUCE MEpel 3aKPBITUEM BKIAJKU C CAUTOM
He 3a0y/1b HAXKaTh Ha «BBIATHY.

KuOepOyIauHr niy BUPTYaabHOE U3/1€BATENbCTBO

KubepOynnuHr — mpecienoBaHne COOOIIEHUSMH, COACPKAIIUMHU OCKOpPOJICHHS, arpeccuio,
3aIyTUBaHNE; XYJIUTAHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.
OcHoBHBIE coBeThI 10 0opble ¢ KNOepOyNIMHIOM:
1. He Opocaiica B 60ii. JIyummii cioco0: MOCOBETOBATHCS KaK ceOsl BECTH U, €CITH HET TOTO,
K KOMY MOXXHO OOpaTHUThCS, TO BHauajue yCHOKOWUThCS. EciM Thl HauHemb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €Iie OOJIbIIe pa30XkiKellb KOH(IUKT;
2. Ymupasisiii cBoel KnOeppemyTaiueii;
3. AHOHMMHOCT, B ceTd MHHMAas. CyIIECTBYIOT CIOCOOBI BBISICHUTH, KTO CTOWUT 3a
AQHOHUMHBIM aKKayHTOM;
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4. He crouT BecTH XyJIUTAaHCKUN 00pa3 BUPTyanbHOU ku3HU. HTEpHET (puKcupyeT Bce
TBOM JICHCTBUS M COXPAHSET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIHHO;

5. Cobnromaii cBoi BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enunuunblii HeratuB. OJHOPA30BbIE OCKOPOHMTENbHBIE COOOIICHUS JIydlle
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOW CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMU COOOILEHHUSMHU, B COLIMATIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOILIEHUH C OIMPe/IeTICHHBIX aJ[PECOB;

8. Ecim T1b1 cBugerens kuOepOymuHra. TBou  JEHCTBUS:  BBICTYNUTh IPOTHB
IpecieoBaTeis, IOKa3aTb €My, YTO €ro JEHCTBUS OLIEHMBAIOTCd HETaTUBHO,
NOJ/IEP)KaTh JKEPTBY, KOTOPOH Hy)KHA MCUXOJIOTUYECKAs MOMOILb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCHBHOTO MOBEJICHUS B CETH.

MoOunbHbIH TenedhoH

CoBpeMeHHble cMapT(HOHBI U TUIAHIIETH COAEPKaT B ceOe BIIOJIIHE B3POCIHbIA (YHKIMOHAM, U
Ternepb OHM MOTYT KOHKYPHpPOBaTh CO CTAallMOHAPHBIMHM KoMIbloTepamu. OOHaKo, CpeacTB
3alUTHI 711 TOJI0OHBIX YCTPONCTB MOKa OYeHb Maslo. TecTHpoBaHHME M MOUCK YSI3BUMOCTEH B
HUX IPOUCXOTUT HE Tak WMHTeHCUBHO, Kak 1 [IK, To ke camoe kacaercs U MOOMIBHBIX
TIPUITOKEHU .

CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl yKe NPAaKTUYECKH TOTHAIN HACTOJBHbBIC aHAJOTH, OJHAKO
pacmpenue GpyHKIOHAIA BICYET 32 COO0H OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTb.
Jlaieko He Bce MPOU3BOAUTENM BBIIYCKAIOT OOHOBJIEHMS, 3aKpBIBAIOIINE KPUTHUUYECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /1JI51 0€30NMACHOCTH MOOMJIBHOTO Tejie()oHAa:

1. Hwuuyero He siBIsieTCs Mo-HAcTosIeMy OecraTHBIM. byab ocTopoXkeH, Bellb Korjaa tede
npeniaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKpPBITHl KaKHe-TO IJIaTHHIE
ycayru,

2. Jymaii, mpexxae yeM otmnpaButh SMS, ¢hoTto mim Buzaeo. Thl TOUHO 3Haellb, € OHU
OyIyT B KOHEUHOM UTOTe?

3. HeoOxoamMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

4. Vicnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JIJIs1 MOOMJIBHBIX TEIEPOHOB;

5. He 3arpyxail npuioxeHusi OT HEU3BECTHOI'O HMCTOYHUKA, BEb OHU MOIYT COJEpPKaTh
BPEIOHOCHOE MTPOrpaMMHOE 00ecIIeYeHHE;

6. Ilocime Toro kak THl BbIHJEIIb C caiiTa, Iie BBOJAWI JMUHYIO HH(poOpMaiuio, 3aiiiu B
HacTpoiku Opaysepa u yaanu cookies;

7. Tlepuonumuecku mpoBepsil Kakue IJIaTHbIE YCIYrH aKTHBUPOBAaHbI HA TBOEM HOMEPE;

8. Magaii cBOf HOMEp MOOMIJIBHOTO Telle()OHA TOJIBKO JFO/ISIM, KOTOPBIX THI 3HACIIH U KOMY
JIOBEpsielIb;

9. Bluetooth momkeH OBITH BBIKITIOUEH, KOT/Ia THI UM HE MOJb3yenibesi. He 3a0bIBaii nHOT 1A
IIPOBEPSTH 3TO.

Online urpser

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOYHbIE, 3aXBaTHIBAIOIINE Pa3BICUEHUs, 0ObEANHAIONINE
COTHH THICAY YEJIOBEK MO0 BceMy MHpY. Mrpoku uccieayoT JaHHBIH UM MUp, OOLIAIOTCs APYT C
JPYTOM, BBIMOJHSIOT 3aJaHUsl, CPAXKAIOTCA ¢ MOHCTPAMHU U IOJIYYalOT OIBIT. 3@ yJIOBOJBCTBUE
OHM IIJIATST: MOKYMAIOT UCK, OINIAYMBAIOT A00OHEMEHT WJIM IPUOOPETAI0T KaKHe-TO OMIINH.

Bce atu cpeactBa uAyT Ha mojjep)aHHE W pa3BUTHE UIPhI, a TaKKe Ha caMy 0€30MacHOCTD:
COBEpUICHCTBYIOTCS CUCTEMbI aBTOPH3allMH, BBIMYCKalOTCA HOBblE MaTuu (IU(pPOBHIE 3aIlJIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.
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B nomoOHBIX Urpax CTOMT onacaTbcs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJBKO KPAaXKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLUU OOJIBITMHCTBA UTP.

OcHoBHBIE cOBEThI 10 0€30I1ACHOCTH TBOEI0 MTPOBOI0 AKKAYHTA:

Ecnu npyroit urpok Bezer ceds IIIOXO WIM CO3JaeT Tebe HEMpPUATHOCTH, 3a0JIOKUpPYH €ro B
CIIUCKE UTPOKOB;

[Tosxamylics agMUHUCTpAaTOpaM UIPHl HA IUIOXOE IIOBEIEHUE JTOr0 HUIPOKA, HKEIATEIBHO
IIPWIOKUATH KaKHE-TO TOKA3aTeNbCTBA B BUJIE CKPUHOB;

He yka3piBaii muunyro uHMOpMaIuio B mpodaisie urpsl;

VYBaxkail Apyrux y4acTHUKOB IO UTPE;

He ycranaBnuBaii HeoumanbHbIe TATYM U MOJIBL;

Hcrnonb3yil CII0KHBIE U pPa3HbIE NIAPOJIN;

Jlaxxe BO BpeMsl UIPBl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka Tl Urpaemb, TBOH KOMIIBIOTED
MOTYT 3apa3UTh.

OUINKHT WK Kpa)ka JIUYHBIX JAHHbIX

OObIYHOM Kpakel JeHer U JIOKyMEHTOB CEeroJiHsl yXe HUKOTO He YJMBHILIb, HO C Pa3BUTHEM

WUHTEPHET-TEXHOJIOTUIH 3JIOyMBIIUICHHUKN II€PEMECTHIINCh B HHTEPHET, U MPOJOIKAIOT
3aHHUMAaThCS <JTFOOMMBIM» JICTIOM.
Tak nosiBUIachk HOBAst YTpo3a: HHTEPHET-MOIIEHHIYECTBA WM (PHUIUHT, TIaBHAS LIEJIb KOTOPOTO
COCTOUT B TOJY4YE€HUHN KOH(HICHIINAIBHBIX TaHHBIX TOJIh30BaTENICH — JIOTHHOB ¥ Mapoieil. Ha
aHrmiickoM s3bike phishing yutaercs kak ¢ummuar (ot fishing — peiOHas nosis, password —
MapoJib).
OcHoBHBbIE cOBeTHI 10 00pbOe ¢ GUIIUHTOM:
1. Caenu 3a cBouM akkayHTOM. Eciu Thl moo3peBaellib, UTO TBOSI aHKETa ObLIa B3JOMaHa,
TO HEOOXOIMMO 3a0JOKHUPOBAThH €€ U COOOIIUTH aIMHHHUCTPATOPaM pecypca 00 3TOM Kak
MOHO CKOpEe;
2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCJE, HHTEPHET-Mara3MHOB U ITOMCKOBBIX
CHCTEM;
3. Hcnonw3yii cioxHble W paszHble maposd. TakuM oOpazom, eciu TeOs B3JIOMAIOT, TO
3IIOYMBIIIJICHHUKH TIOJIyYaT AOCTYI TOJIBKO K OHOMY TBOEMY MPOQMIIIO B CETH, a HE KO
BCEM;
4. Ecnu Tebst B3IOMald, TO HEOOXOIUMO IMPENyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
no0aBIieHbl y T€0sI B IpY3bsIX, O TOM, 4TO T€OsI B3JIOMaJU 1, BO3MOKHO, OT TBOETO UMEHH
OyZeT pacchUIaThCs CllaM U CChUIKU Ha (DUIIIMHTOBBIE CAMTHI;
5. VYcranoBu HajexHbli napois (PIN) Ha MoOuIBbHBIHN TenedoH;

o

OTkITI0YM cOXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBail (aiinbl 1 gpyrue BIOKEHHS B MUCbMax Ja)Ke €CIM OHU MPHILLIN OT TBOMX

npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISLIN JIM OHU Te0e 3T (aiiibl.

[Mudposas penyranus
[ludpoBass pemyranust - 3TO HeEraTHMBHAas WM TO3UTUBHAas HMH(OpManus B ceTH O Tebe.
Komnpomerupyromas uHGpoOpManus pa3MelleHHass B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHOM >xu3Hu. «L{udpoBas penmyranus» - 3TO TBOW UMUK, KOTOPBIH
dopmupyetcst u3 uHpopMaIMK O Tebe B MHTEPHETE.

TBoe MecTO KHUTENbCTBA, y4eObl, TBOE (DMHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapakTepa U
paccka3sbl 0 OJM3KHUX - BCE 9TO HAKAIUINBAETCS B CETH.
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MHorue mNOJIPOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyOJIMKalUMM JMYHOM HHPOpMaLUU B
WHTrepHeTe, HE TOHMMAask BO3MOXKHBIX IOCHEACTBUM. ThI Jaxe HE CMOXKEIb J0rafarhbCs O TOM,
4To (poTorpadus, pa3menieHHas S5 J1eT Ha3al, cTaja IPUUYNHON OTKa3a MPUHATH Te0s Ha paboTy.
KommenTapuu, pasmenienne TBoux (Gortorpaduii U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JaKe
[OCJI€ TOTO, KaK Thl X YAAJIHUIIb. Thl HE 3HACHIb, KTO COXPAHMUI 3Ty MHPOPMALMIO, Tomajia JIx
OHa B IIOMCKOBBIE CHCTEMbl M COXpaHWJIach JM OHa, a IJaBHOE: YTO MOJyMarwT O Tebe
OKpY’Karollee JIIOAH, KOTOpble HAaliAyT U yBUIAT 3T0. HaliTu mHpoOpManno MHOTO JIET CIYCTS
CMOXeT J000H - Kak M3 JOOpbIX NOOYXKIEHHUH, TaKk U C HaMEpeHHEeM MPUYUHMUTH Bpeld. DTO
MOYET OBITh KTO YIOJHO.
OcHoBHBIE cOBeTHI 110 3alMTe HM(POBON penyTanuu:
1. Tlogymaii, mpexxae 4YeM 4YTO-TO IMyOJMKOBAaTh W TepedaBaTh y ce0s B Oiore wid B
COIIMAILHOM CETH;
2. B macrpoiikax mpo¢uis yCTaHOBH OTpaHMYCHHs HA MPOCMOTpP TBOETO MPO(HIS U €ro
COJZIEP’KUMOT 0, CLIENIAl €ro TOJIBKO Ul IPY3eh»;
3. He pa3memaii u He yka3biBail HH(OpMAaIMIO, KOTOpask MOXKET KOro-IM00 OCKOpOJIATh WK
00MXaTh.
ABTOpPCKOE IPABO

CoBpeMeHHbBIE IIKOJIBHUKH- AaKTUBHBIC IIOJIb30BATEIN IM(PPOBOro mpocTpaHcTBa. OmHaKo
JTAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAHWE MHOTMMHU BO3MOXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJTIOICHHMSI TTPaB Ha HHTEJUICKTYAIbHYIO COOCTBEHHOCTb.

TepMUH «HMHTEUIEKTyalbHAasE COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM  TBOPEHUSIM
YeJI0BEUYEeCKOro yMa, HauMHasi C HOBBIX M300pPETeHUN U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTH
HAa TMPOIYKTHl M YCIyTHW , W 3aKaH4yuBas KHHUramu, (ororpadusmu, KuHOPUIBMAMU U
MY3BIKAJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEIUICKTYaIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEpaTypbl U MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KadyeCTBE TapaHTUU TOTO, YTO
MHTEJIJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyneT HampacHbBIM, AAacT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPy[Aa, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €0 IPOU3BEIEHUE, PACTIPOCTPAHATD,
nyOJUYHO JI€MOHCTPUPOBATh, MPOJAaBaTh, WMIIOPTHPOBATH, IMYCKaTb B TMPOKAT, ITYOJIMYHO
UCTIONTHSATH, MOKA3bIBATh/UCIIONHATE B ddUpe Wi pa3Meniath B IHTepHeTe.

Hcnonp30BaHue <«IUPATCKOT0» MPOTPAMMHOTO OOECTeYeHHs] MOXET TMPUBECTH K MHOTHUM
pUCKaM: OT TMOTEpHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TIe
YCTaHOBJICHHBIA HE JerajipHas mnporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHbIe U O€CIUIaTHBIE TPOTPAMMbI, KOTOPHIE MOKHO HAWTH B CETH.

O nopraJjie

CeteBU4OK.p( - TBOM TJIaBHBIM COBETYUK B CETH. 37E€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B
CeTH TMOHSATHBIM W JIOCTYIHBIM SI3BIKOM, a TPH BO3HHUKHOBCHHH KPUTHYECKOW CHTYyaIlluu
o0paTHThCS 32 COBETOM. A TakKe MPHUHATh Y4acTHE B KOHKYpPCax M CTaTh CaMbIM HH(PPOBBIM
rpaxaaHuHOM!
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